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The Australian Signals Directorate (ASD) has developed prioritised mitigation strategies 
to help organisations protect themselves against various cyber threats. The most 
effective of these mitigation strategies are the Essential Eight. 
 
The Essential Eight has been designed to protect organisations’ internet-connected 
information technology networks. 
 
While no set of mitigation strategies are guaranteed to protect against all cyber threats, 
organisations are recommended to implement these eight essential mitigation 
strategies as a baseline. This baseline makes it much harder for adversaries to 
compromise systems. 

What is the Essential Eight? 
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Maturity Levels 
 
To assist organisations with their implementation of the Essential Eight, four maturity levels have 
been defined (Maturity Level Zero through to Maturity Level Three). With the exception of 
Maturity Level Zero, the maturity levels are based on mitigating increasing levels of tradecraft 
and targeting by cyber criminals.  
 
Based on our knowledge and experience we believe your organisation should be looking to 
achieve Maturity Level One.  
 

 

Maturity Level Zero (M0) 

This maturity level signifies that there are weaknesses in an organisation’s overall 
cyber security posture. When exploited, these weaknesses could facilitate the 
compromise of the confidentiality of their data, or the integrity or availability of 
their systems and data, as described by the tradecraft and targeting in Maturity 
Level One below. 

Maturity Level One (M1) 

The focus of this maturity level is adversaries who are content to simply leverage 
commodity tradecraft that is widely available in order to gain access to, and likely 
control of, systems. For example, adversaries opportunistically using a publicly 
available exploit for a security vulnerability in an internet-facing service which had 
not been patched, or authenticating to an internet-facing service using 
credentials that were stolen, reused, brute forced or guessed.  
 
Generally, adversaries are looking for any victim rather than a specific victim and 
will opportunistically seek common weaknesses in many targets rather than 
investing heavily in gaining access to a specific target. Adversaries will employ 
common social engineering techniques to trick users into weakening the security 
of a system and launch malicious applications, for example via Microsoft Office 
macros. If the account compromised by a malicious actor has special privileges, 
they will seek to exploit it. Depending on their intent, adversaries may also 
destroy data (including backups). 

Maturity Level Two and Three (M2, M3) 
You can read the full description of Maturity Level Two and Three here. 



 
  
 

 

6 

 

  

What is the Dark Web? 
The Dark Web functions as a cyber black market where stolen information is sold. 
Cybercriminals profit by selling previously breached data to other criminals, often 
without our knowledge. As their activities remain lucrative, breaches and phishing 
scams persist, leaving employee data and entire organisations vulnerable. 

Purpose of the Dark Web Status Report 

Cyber threats are becoming increasingly common and sophisticated in today's digital 
age. Personal information being sold on the dark web is one of the most significant 
risks that can expose individuals and organisations to vulnerabilities. To safeguard 
against this, knowing if employees have been involved in any dark web breaches is 
essential. By being aware of your organisation's dark web status, you can take 
proactive measures, such as securing compromised accounts and remaining vigilant 
for targeted phishing attempts to protect your organisation.  
 
In today's digital age, cyber threats are on the rise, becoming more sophisticated. The 
sale of personal information on the dark web poses a significant risk, exposing 
individuals and organisations to exploitation. To help mitigate this risk, it's crucial to 
determine if employees have been part of any dark web breaches so you can take 
any actions deemed necessary.   
 
This report will make you aware of your organisation's dark web status allowing for 
proactive measures, including securing compromised accounts, and staying vigilant 
against targeted phishing attempts. 
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Disclaimer 
 
This report (including any enclosures and attachments) has been prepared for the exclusive use 
and benefit of the addressee(s) and solely for the purpose for which it is provided based on 
information provided by the addressee(s). We do not accept any liability if this report is used for 
an alternative purpose from which it is intended, nor to any third party in respect of this report. 
 
It has been compiled from incomplete information, which is the information that was available to 
us at the time of audit and reflects a point in time position of the items detailed. It does not 
guarantee the security of the IT assets, not does it guarantee that information cannot be pilfered 
from the services audited. 
 
It is strongly advised to consult with your insurance professional to assess the appropriateness 
and advantages of obtaining a Cyber Policy. 
  




